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Abstract: With the widespread application of AI-generated content (AIGC) tools in creative
domains, users have become increasingly concerned about the ethical issues they raise,
which may influence their adoption decisions. To explore how ethical perceptions affect
user behavior, this study constructs an ethical perception model based on the trust–risk
theoretical framework, focusing on its impact on users’ adoption intention (ADI). Through
a systematic literature review and expert interviews, eight core ethical dimensions were
identified: Misinformation (MIS), Accountability (ACC), Algorithmic Bias (ALB), Creativity
Ethics (CRE), Privacy (PRI), Job Displacement (JOD), Ethical Transparency (ETR), and
Control over AI (CON). Based on 582 valid responses, structural equation modeling (SEM)
was conducted to empirically test the proposed paths. The results show that six factors
significantly and positively influence perceived risk (PR): JOD (β = 0.216), MIS (β = 0.161),
ETR (β = 0.150), ACC (β = 0.137), CON (β = 0.136), and PRI (β = 0.131), while the effects
of ALB and CRE were not significant. Regarding trust in AI (TR), six factors significantly
negatively influence it: CRE (β = −0.195), PRI (β = −0.145), ETR (β = −0.148), CON
(β = −0.133), ALB (β = −0.113), and ACC (β = −0.098), while MIS and JOD were not
significant. In addition, PR has a significant negative effect on TR (β = −0.234), which
further impacts ADI. Specifically, PR has a significant negative effect on ADI (β = −0.259),
while TR has a significant positive effect (β = 0.187). This study not only expands the
applicability of the trust–risk framework in the context of AIGC but also proposes an ethical
perception model for user adoption research, offering empirical evidence and practical
guidance for platform design, governance mechanisms, and trust-building strategies.

Keywords: AI-generated content tools; ethical perception; perceived risk; trust–risk
framework; user behavior

1. Introduction
In recent years, AI-Generated Content (AIGC) tools have rapidly emerged worldwide,

becoming a driving force in the paradigm shift of digital content production. From natural
language generation models such as ChatGPT-4o and DeepSeek-V2 to image generation
tools like Midjourney v6 and DALL·E 3, and further to video generation platforms such as
Runway, AIGC is gradually permeating various domains, including media communication,
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creative design, film production, education, and advertising [1–4]. These tools not only sig-
nificantly enhance the efficiency of professional creators but also empower ordinary users
with unprecedented creative freedom and expressive capabilities [5]. As AIGC technolo-
gies continue to evolve and spread, their implications for social benefits, transformations
in production modes, and the restructuring of value systems have attracted increasing
attention from both academia and industry [6]. Particularly amid the growing trend of
“technological decentralization,” understanding the attitudes and behavioral mechanisms
of general users toward AIGC tools has become a pressing issue in the development of
artificial intelligence technologies [7].

However, the rapid proliferation of AIGC technologies has given rise to a growing
array of ethical concerns. As these tools become increasingly embedded in everyday life,
they have triggered significant debates surrounding their ethical implications. For example,
the authenticity of AI-generated content is often unverifiable, making it susceptible to
misinformation dissemination [8]. Algorithmic biases in model training may threaten social
equity [9], while unresolved issues around data privacy and intellectual property rights
remain prevalent in content generation contexts [10]. Furthermore, when the generated
content involves infringement, discrimination, or deception, the mechanisms for assigning
accountability are often ambiguous [11]. Concerns over job displacement, opaque “black-
box” algorithms, and users’ limited control over outputs have also emerged as pressing
ethical challenges [12]. These concerns not only drive regulatory and policy discussions
but are increasingly influencing individual users’ decisions to adopt or reject AIGC tools.
As a result, a fundamental tension has emerged between the broad accessibility of such
technologies and the uncertainty surrounding their ethical consequences.

Previous studies have indicated that user adoption of emerging technologies is shaped
not only by perceived functionality or performance but also by psychological mechanisms
such as trust (TR) and perceived risk (PR) [13,14]. Especially in interactions with intelligent
and unpredictable AI systems, users must constantly weigh their trust in the system’s
outputs against perceived risks [15]. Trust acts as a critical enabler of technology adoption,
while perceived risk may lead to hesitation or outright avoidance. As a result, scholars
have increasingly examined AIGC from a technology ethics perspective, exploring how
ethical concerns influence user perceptions of risk and trust, which subsequently affect
behavioral intentions. While classical models such as the Technology Acceptance Model
(TAM) and the Unified Theory of Acceptance and Use of Technology (UTAUT) emphasize
factors like perceived usefulness and ease of use [16], a growing body of literature has
incorporated trust and risk as mediating variables. Recent approaches also emphasize
ethical dimensions—such as privacy, transparency, and accountability—to better capture
user behavior in complex sociotechnical environments [17].

Nevertheless, there remains a lack of systematic research on the interrelationship
among ethical factors, psychological mechanisms, and adoption intention (ADI). On
the one hand, existing literature predominantly focuses on a limited range of ethical
dimensions—such as data privacy and algorithmic transparency—without offering a com-
prehensive model of multidimensional ethical perception. On the other hand, the pathways
through which ethical variables affect user decisions via perceived risk and trust have yet
to be fully conceptualized and empirically validated. In the emerging context of AIGC,
where the logic of content generation, control over information, and boundaries of respon-
sibility are being fundamentally reshaped, traditional acceptance models are insufficient to
uncover the complex mechanisms underlying user behavior. Therefore, there is a pressing
need to construct a multidimensional system of ethical perception variables and integrate
psychological mechanisms to systematically explore their impact on adoption intention.
This gap is especially critical in the emerging context of AIGC, where the boundaries of
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content ownership, accountability, and human-AI interaction are rapidly evolving. The
generative nature of AIGC tools introduces new ethical uncertainties—such as misinforma-
tion, authorship ambiguity, and loss of user control—that challenge traditional acceptance
models grounded primarily in utility or usability. Therefore, there is a pressing need to con-
struct a multidimensional system of ethical perception variables, integrate them with key
psychological mechanisms such as perceived risk and trust, and examine their combined
influence on user behavior through a comprehensive, empirically validated framework.

Accordingly, this study focuses on the following core research questions:

1. Do the ethical issues associated with AIGC tools significantly affect users’ adoption
intentions?

2. Among various ethical factors, which specific dimensions exert a significant influence
on user behavior?

3. Do these ethical factors indirectly affect adoption intentions through the pathways of
perceived risk and trust?

To answer the above questions, this study proposes a structural equation model in
which multidimensional ethical perception serves as the antecedent variable, PR) and
TR as mediating variables, and ADI as the outcome variable. A questionnaire survey
and Structural Equation Modeling (SEM) will be used for empirical testing. The antici-
pated contributions of this study are threefold. First, at the theoretical level, it integrates
a newly constructed multidimensional ethical perception framework—derived specifi-
cally for AIGC tools—into the trust–risk model. This goes beyond traditional technology
acceptance models that primarily emphasize perceived usefulness and ease of use, and
extends recent work that considers ethics by offering a structured, empirical model linking
ethical concerns to user psychology and behavior. Second, in terms of variable design, it
draws on a systematic literature review and expert interviews to develop eight distinct
ethical dimensions (e.g., misinformation, accountability, creativity ethics), enriching cur-
rent approaches that often rely on single-factor constructs like privacy or transparency.
Third, at the practical level, the findings are expected to provide theoretical grounding
and actionable insights for the ethical design, user guidance, and governance strategies of
AIGC platforms—particularly in helping developers and policymakers understand how
ethical concerns shape adoption decisions in uncertain AI environments.

2. Literature Review
2.1. User Adoption of AI-Generated Content (AIGC) Tools

As a representative form of generative artificial intelligence, AI-Generated Content
(AIGC) tools are profoundly reshaping how users create content and interact with technol-
ogy. With the widespread adoption of tools such as ChatGPT, Midjourney, and Runway
across multimodal domains—including text, image, and video—academic attention has
gradually shifted from evaluating their technical capabilities to understanding user be-
havior. Existing studies have indicated that users interacting with highly automated and
intelligent generative tools exhibit distinct perceptual characteristics compared to those us-
ing traditional digital technologies. From a behavioral process perspective, users typically
move through several stages when engaging with AIGC tools, including information expo-
sure, technology adoption, creative engagement, trust evaluation, and continued use. Some
studies, grounded in the TAM and UTAUT, have explored how perceived usefulness, ease
of use, and social influence affect users’ behavioral intentions [18,19]. Others have drawn
from the perspectives of Human-Computer Interaction (HCI) and Creative Cognition, fo-
cusing on how AIGC tools enable personalized expression and creative empowerment [20].
Additional research from the domains of User Experience (UX) and emotional design
has examined users’ sense of enjoyment, immersion, and interactive engagement during
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content generation [21]. Collectively, these studies suggest that AIGC tools are significantly
transforming the interaction patterns between humans and content and are exerting a
notable influence on users’ cognitive structures and behavioral pathways.

However, in terms of variable design and research dimensions, existing studies have
primarily concentrated on technical features—such as system performance, interface func-
tionality, and operational fluency—emphasizing the influence of technical performance
on user attitudes and behavior [12]. In contrast, users’ perceptions of the ethical issues
surrounding AIGC tools—such as the generation of misinformation, ambiguous account-
ability, algorithmic bias, data misuse, and disputes over content ownership—remain un-
derexplored and lack systematic theoretical frameworks and empirical validation [10].
Ethical concerns are often mentioned as contextual background or negative cases, but are
rarely treated as structural variables within user behavior models. Notably, the genera-
tive and opaque nature of AIGC tools inherently introduces ethical risks. Users’ subjec-
tive evaluations of these ethical dimensions may unconsciously influence their levels of
trust and willingness to adopt the technology. Therefore, it is necessary to introduce a
more structured system of ethical variables and integrate them into behavioral model-
ing frameworks—particularly in conjunction with PR and TR—to more comprehensively
explain users’ AIGC adoption pathways [22].

2.2. Categorization of AI Ethical Issues and User Perception

The rapid development of artificial intelligence technologies has prompted widespread
ethical reflection and institutional responses. Several international organizations have
successively established AI ethical governance frameworks that systematically classify
and standardize related issues. For example, the European Union’s Ethics Guidelines for
Trustworthy AI outline seven key principles, including human agency, prevention of harm,
fairness, explicability, privacy and data governance, transparency and accountability, and
technical robustness [23]. The OECD’s Principles on Artificial Intelligence emphasize that
AI should promote human well-being and possess explainability, accountability, robustness,
and inclusiveness [24]. The IEEE’s Ethically Aligned Design seeks to establish cross-
industry ethical standards by focusing on system safety, algorithmic bias, data privacy,
and user control [25]. Although these frameworks differ in emphasis, they all commonly
recognize that the development of AI is not only a process of technological evolution,
but also a profound reshaping of social structures, value systems, and boundaries of
responsibility. As AI technologies increasingly integrate into everyday life, AI-related
ethical concerns have moved beyond abstract discussions at the institutional or policy level
and have entered users’ experiences and behavioral judgments in concrete application
scenarios such as AIGC [10]. Studies have found that users frequently encounter various
ethical dilemmas when using AIGC tools, such as: “Is the generated content authentic
and reliable?”, “Who should be accountable for the generated output?”, “Does the system
exhibit bias or discrimination?”, “Is personal data being misused?”, “Is ownership of
the content clearly defined?”, “Does the tool threaten job security?”, and “Is the system
sufficiently transparent and controllable?” [9]. Although these issues have been addressed
to some extent at the policy level, for ordinary users they often manifest through subjective
perception, emotional response, and cognitive judgment, all of which significantly influence
their acceptance and adoption of the technology.

It is important to note that users’ ethical concerns are highly multidimensional and
context-dependent. For instance, some users are more concerned with the authenticity
and explainability of the tool’s output, while others place greater emphasis on privacy
protection during data processing and clarity of information ownership [26]. Professional
creators may be particularly sensitive to the originality of generated content, copyright
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allocation, and platform accountability [27]. In other words, when using AIGC tools, users
are not only assessing “can it be used?” or “is it efficient?”—they are also weighing “should
it be used?” and “what consequences might result?”. Ethical perception has thus become a
critical cognitive dimension in their decision-making process [28]. More fundamentally,
AI ethical issues are not perceived by users as purely objective institutional constraints,
but rather as subjectively constructed cognitive processes. Judgments regarding whether
a system is transparent, fair, or controllable are often shaped by users’ prior experiences,
information sources, platform communication mechanisms, and cultural background [29].
This form of highly subjective and differentiated ethical perception is closely tied to users’
trust formation and risk evaluation. Incorporating ethical perception into the explanatory
framework of user behavior not only helps to expand existing technology acceptance
theories but also offers valuable insights into the value orientations and psychological
logic underlying user decisions [30]. To further understand how ethical perception affects
behavioral choices, it is necessary to introduce mediating mechanisms. Among these, TR
and PR—two psychological variables that have been extensively validated in recent user
adoption research—provide theoretical support for explaining the pathway from ethical
cognition to behavioral intention [31].

2.3. Perceived Risk (PR) and Trust (TR)

Perceived Risk (PR) and Trust (TR) are two critical psychological variables, partic-
ularly relevant for explaining user decision-making in contexts characterized by high
complexity, uncertainty, and information asymmetry. Compared to traditional technol-
ogy acceptance models, which focus primarily on perceived usefulness and ease of use,
these two constructs emphasize users’ sense of psychological security and control during
interaction, highlighting the subjective judgments formed under conditions of opacity and
unpredictable outcomes.

Perceived risk is defined as the user’s anticipation of potential negative outcomes
associated with using a technology or system. These risks may include financial loss,
privacy breaches, reputational harm, psychological discomfort, or legal liability. In the
context of AIGC tool usage, the complexity of algorithmic mechanisms and the opacity of
system operations often lead to user concerns over misinformation, misleading outputs,
copyright infringement, and data privacy violations, which may generate psychological
resistance and avoidance behaviors [32]. In contrast, trust refers to users’ positive ex-
pectations regarding the ability, reliability, integrity, and benevolence of a technological
system under uncertain conditions. Trust serves as a positive psychological resource that
can enhance users’ sense of safety and willingness to adopt technology when control is
limited [33]. When users believe that an AIGC tool operates based on rational mechanisms,
produces reliable outputs, and is backed by a platform that demonstrates responsibility
and safeguards their interests, they are more likely to establish trust and show favorable
adoption intentions.

Prior research has demonstrated a close interrelationship between perceived risk and
trust. On the one hand, heightened risk perception typically weakens user trust; on the
other hand, the establishment of trust can alleviate uncertainty brought on by risk, thereby
increasing user acceptance of the technology. Together, these two variables serve as a
critical “psychological filtering mechanism” when users confront ethical concerns and
technological uncertainties [15]. In other words, when users perceive ethical risks such as
unclear accountability, data misuse, or loss of content control, their risk sensitivity may
increase, leading to a decline in trust and, subsequently, a reduction in adoption intention.
From a path mechanism perspective, perceived risk and trust are not only integral to
users’ cognitive structures but also function as mediating variables through which ethical
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perceptions influence adoption intention. Numerous empirical studies have validated this
mediating mechanism across various domains, including artificial intelligence, financial
technology, online healthcare, and autonomous driving [34]. For instance, Kumar’s research
on intelligent voice assistants found that user concerns over privacy breaches and algorith-
mic opacity influenced their trust via the risk pathway, thereby altering usage behavior [35].
Similarly, Bawack’s study revealed that users’ trust in AI-based recommendation systems
significantly predicted their tendency to accept or reject recommended content [36]. An
increasing number of empirical studies have directly examined how ethical perceptions
influence users’ trust and perceived risk in AI systems. Carlotta et al. discussed that users’
concerns about algorithmic fairness and responsibility attribution negatively affect their
trust in AI-based recruitment platforms [37]. Abid, in the context of intelligent medical
systems, pointed out that concerns regarding data misuse and privacy violations increase
perceived risk and reduce trust in the system [38]. Floridi et al. emphasized that when
AI systems lack ethical consistency—such as exhibiting manipulative tendencies or value
conflicts—user trust declines significantly, especially in highly opaque decision-making
scenarios [39]. Furthermore, Al-kfairy et al. [40] noted that users widely express concerns
about the authenticity of generated content, the boundaries of platform responsibility,
system transparency, and the degree of user control. These perceptions not only constitute
sources of perceived risk but also directly trigger behavioral resistance [40]. Law stressed
that ethical dimensions such as transparency, fairness, accountability, and responsibility
attribution are not only normative principles but also essential psychological mechanisms
for establishing user trust and adoption intention [41].

3. Research Methods
3.1. Overview of Research Design Process

The overall research process of this study is illustrated in Figure 1, which consists of
two main phases:

Phase 1: Variable Exploration.
First, the study adopts the PRISMA procedure to conduct a systematic literature

review. Relevant research was retrieved from leading international journals and conference
proceedings, focusing on themes such as AI ethics, user perception, and generative content
tools. This process yielded a classification of commonly discussed ethical issues associated
with AIGC usage.

Second, semi-structured interviews were conducted with 10 experts and frontline
practitioners from fields including artificial intelligence, ethics, communication studies, and
human–computer interaction. The interviews focused on the ethical concerns perceived by
general users when using AIGC tools. Thematic coding was used to analyze the interview
data. By integrating findings from both the literature review and the expert interviews, a
set of representative ethical perception dimensions was summarized, which served as the
theoretical foundation for questionnaire development and hypothesis formulation.

Phase 2: Model Construction and Empirical Testing.
Based on the established variable system, a theoretical model was constructed with

the core pathway: Ethical Perception → PR/TR → Adoption Intention. The questionnaire
was distributed using a convenience sampling approach through online platforms and
academic networks. This method was deemed appropriate as the research aims to capture
a broad spectrum of ordinary users’ ethical perceptions regarding AIGC tools, rather than
to test platform-specific or demographic-specific effects. Similar sampling strategies have
been widely adopted in user-centered AI studies that prioritize perceived psychologi-
cal mechanisms over strict population generalization. Moreover, the study emphasizes
cognitive pathways rather than demographic prediction, which supports the validity of
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this approach. A questionnaire was then developed in accordance with this model and
distributed for large-scale data collection. SEM was employed to analyze the collected
data, verify the hypothesized paths, and systematically explore the mechanisms by which
different ethical perception dimensions influence user behavior. Particular attention was
given to the mediating effects of perceived risk and trust within this pathway.

Figure 1. Overall Research Methodology Design.

3.2. Systematic Literature Review (SLR)

To ensure that the design of ethical variables is grounded in robust theoretical foun-
dations and reflects real-world relevance, this study employs a SLR to synthesize existing
research on AI ethics and user perception. This method emphasizes procedural rigor
and replicability, making it particularly suitable for refining theoretical constructs and
integrating knowledge in areas where key concepts and variable structures remain under-
defined [42].

This study follows the four-stage PRISMA process: Identification, Screening, Eligi-
bility, and Inclusion. In the identification stage, literature was retrieved from three major
databases: Web of Science, Scopus, and Google Scholar. The search query combined
the following keywords: (“AI” OR “Artificial Intelligence” OR “AIGC”) AND (“Ethics”
OR “Ethical Issues” OR “AI Ethics”) AND (“User Perception” OR “User Attitude” OR
“Technology Acceptance”). The search was limited to English-language publications from
2015 to 2024.
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During the screening stage, duplicate records, conference abstracts, patents, studies
from unrelated disciplines, and articles lacking methodological descriptions were excluded.
In the eligibility phase, full-text reviews were conducted to eliminate studies that did not
adopt a user-centered perspective, lacked clear ethical variables, or had weak relevance to
AIGC tools. The final selection included core studies that met the inclusion criteria and were
used for subsequent thematic analysis [43]. In terms of analytical strategy, this study applied
content analysis and thematic coding, employing open coding, axial coding, and selective
coding to systematically extract and classify ethical concerns from the included literature.
The analysis focused on users’ expressed ethical concerns, psychological judgments, and
behavioral responses when engaging with AI technologies—particularly AIGC tools—with
the goal of identifying high-frequency and representative ethical perception themes.

It is important to note that due to the contextual and polysemous nature of AI ethical
issues, literature alone may not fully capture the psychological mechanisms and value trade-
offs users experience in real-world scenarios. Therefore, the results of the SLR serve as a
theoretical basis for preliminary variable identification, which will be further supplemented
and validated through expert interviews in the next stage of the research.

3.3. Expert Interview Design and Implementation

To supplement the findings of the systematic literature review and enhance the contex-
tual relevance and explanatory power of the variable framework, this study incorporated
expert interviews. Building on the literature synthesis, expert input was used to explore and
cross-validate the ethical issues encountered by users during their engagement with AIGC
tools. Expert interviews not only help clarify ambiguous concepts found in prior research
but also enable the identification of ethical concerns that are widely experienced in practice
yet underrepresented in academic literature. This approach ensures that the constructed
variables are effectively aligned with both theoretical foundations and practical realities.

A semi-structured interview method was adopted. A total of 10 experts and industry
practitioners were invited from fields including AI ethics, digital content production,
human–computer interaction, information systems, and philosophy of technology. Among
the interviewees were: 5 senior scholars from universities and research institutions with
expertise in AI ethics and user behavior; 3 product leads from content generation platforms
or AI startups, familiar with the development logic of AIGC tools and user feedback;
2 media professionals and creators, representing end-user perspectives and hands-on
experience. (Table 1) All interviewees held at least a master’s degree and demonstrated a
solid understanding of AIGC technological trends and ethical challenges.

The interview protocol was designed based on the thematic categories identified in
the SLR and contextualized using real-world application scenarios. It focused on four key
dimensions: What are the most common concerns or doubts users express when using
AIGC tools? Do these concerns affect their trust in the tools or their willingness to continue
using them? In current AIGC-related ethical discussions, which issues are considered
most critical yet insufficiently addressed by scholars? Are there user concerns frequently
observed in practice but still underexplored in academic research?

All interviews were conducted either face-to-face or via video conferencing platforms.
Each session lasted approximately 30–45 min. With participants’ consent, the interviews
were audio-recorded and transcribed for analysis. The transcripts were processed using
thematic analysis, following a three-phase coding procedure: open coding, axial coding,
and selective coding. Core concepts were extracted and organized into thematic labels,
which were then compared with the preliminary variable dimensions derived from the SLR
phase. To enhance the reliability of the thematic coding process, all interview transcripts
were independently reviewed by two researchers. Discrepancies in code application or
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interpretation were discussed and resolved through collaborative sessions. Given the
manageable sample size (N = 10), this dual-coding and consensus-based approach ensured
both analytical rigor and contextual sensitivity. Inter-coder consistency was assessed
informally through overlapping review and alignment of category structures (Figure 2).

Table 1. Basic Information of Interviewed Experts.

ID Gender Affiliation Field of Research Brief Description of AIGC-Related Experience

E01 Male A Comprehensive
University AI Ethics

Principal investigator of a national AI ethics
project; focuses on the societal impact of

generative models

E02 Female AI Content Platform
Company Product Development Participated in video generation module design

and user testing for Runway-like platforms

E03 Male University Human–Computer
Interaction (HCI)

Published multiple papers on AIGC user
interaction and experience

E04 Male Digital Creative Startup Image Generation
Product Design

Extensive use of Midjourney/Stable Diffusion for
commercial content creation

E05 Female Social Research
Institute

Sociology of
Technology

Investigates how AI tools influence creative
behavior among young users

E06 Female University Digital Communication Researches the impact of AIGC on information
credibility and dissemination structures

E07 Female AI Ethics and Policy
Think Tank Public Policy Authored several policy advisory reports on AI

ethics and regulatory frameworks

E08 Male Media Industry Video Content Editing
Hands-on experience with Runway for

automated video editing; familiar with creator
pain points

E09 Female University Philosophy of
Technology

Explores AI creativity, subjectivity, and
algorithmic bias from a philosophical perspective

E010 Male
AI Application
Development

Company

Dialogue System
Development

Responsible for semantic control and safety
mechanisms in AIGC text generation products

Figure 2. Coding Process of Expert Interviews.
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4. Results
4.1. Phase I: Identification and Construction of Ethical Variables
4.1.1. Findings from Systematic Literature Review

An initial search yielded 783 records. Following the screening process, duplicates
and irrelevant entries—such as conference abstracts, technical patents, studies from unre-
lated disciplines, and articles lacking methodological clarity—were removed, resulting in
426 retained articles. A full-text review was then conducted to exclude studies that did not
adopt a user-centered perspective, lacked clearly defined ethical dimensions, or showed
weak relevance to AIGC tools. Ultimately, 82 core studies met the inclusion criteria and
were used as the basis for keyword analysis and variable identification (Figure 3).

Figure 3. PRISMA Flow Diagram of Literature Screening.

The research team conducted keyword analysis and thematic clustering on the
82 selected articles. These studies span multiple interdisciplinary fields, including AI
ethics, user behavior, technology adoption models, risk perception of generative content, ac-
countability, and privacy protection. The literature, primarily published between 2015 and
2024, provides a systematic overview of the academic discourse and theoretical evolution
concerning ethical issues in AIGC tools over the past decade. Each article was reviewed us-
ing open coding and thematic analysis to identify recurring semantic patterns. The results
revealed a set of high-frequency keywords: “privacy” (54 articles), “bias” (47), “accountabil-
ity” (41), “misinformation” (39), “job displacement” (31), “copyright / intellectual property”
(29), “transparency” (28), and “control / autonomy” (22). Although terminology varied
across studies, the core ethical concerns demonstrated a high degree of consistency. Based
on semantic integration and structural categorization, the research team ultimately dis-
tilled eight representative dimensions of users’ perceived ethical concerns: Misinformation,
Accountability, Algorithmic Bias, Creativity Ethics (including copyright and originality),
Privacy, Job Displacement, Ethical Transparency, and Control over AI (Table 2).

These dimensions not only comprehensively capture the typical ethical issues encoun-
tered by users when using AIGC tools but also offer a solid foundation for measurement,
providing robust theoretical support for subsequent variable design.



Systems 2025, 13, 461 11 of 32

Table 2. Ethical Perception Dimensions Identified from the Systematic Literature Review.

Ethical Dimension Core Keywords Number of Articles

Misinformation misinformation, disinformation,
factuality, fake content 39

Accountability accountability, responsibility, liability 41

Algorithmic Bias bias, discrimination, fairness 47

Creativity Ethics copyright, IP, ownership, authorship 29

Privacy privacy, data protection, user data 54

Job Displacement job loss, creative replacement,
automation threat 31

Ethical Transparency transparency, explainability, black-box 28

Control over AI control, autonomy, system
unpredictability 22

4.1.2. Findings from Expert Interviews

To further supplement and validate the ethical dimensions identified through the
systematic literature review, and to ensure the contextual relevance and semantic accuracy
of the variable framework, this study conducted semi-structured interviews. The interviews
focused on users’ perceived ethical risks during their use of AIGC tools and the underlying
mechanisms of such perceptions. A combination of open-ended questions and thematic
prompts was adopted to balance free expression of expert experience with structured
data aggregation.

All interviews were audio-recorded with informed consent and fully transcribed,
resulting in approximately 38,000 words of textual data. The research team used
NVivo 12 software for qualitative coding. The analysis began with open coding, generating
62 initial labels. These were then grouped through semantic clustering, frequency analysis,
and conceptual integration into 13 intermediate-level themes, which were further synthe-
sized into 8 high-level ethical dimensions. The overall coding structure aligned closely with
the thematic findings of the literature review, while also revealing some context-specific
refinements and variations in terminology.

The results show that experts generally affirmed the core ethical concerns identified
in the literature, particularly with regard to privacy, accountability, content authenticity,
creative ownership, and technological controllability. For example, E01 stated: “Many AI
tools now default to collecting user data, but users often don’t know whether their inputs
are being stored or used for training.” This directly reflects real-world concerns associated
with the Privacy dimension.

At the same time, some experts offered suggestions for refining existing terminology.
For instance, E03 noted: “Users don’t say ‘accountability’—that’s an academic term. They
ask, ‘If something goes wrong, who’s responsible? Me or the platform?’” In response,
this study considers both academic accuracy and user language alignment when naming
variables. Additionally, E06 pointed out: “Bias doesn’t only come from the model. The way
content is distributed—who it reaches and who it doesn’t—also reinforces inequality.” This
observation led the research team to include user perceptions of algorithmic distribution
mechanisms in the Algorithmic Bias dimension.

Regarding semantic refinement, the term transparency was frequently elaborated upon
during interviews. On the one hand, experts emphasized whether platforms explicitly
inform users if their data will be used for model training; on the other hand, they stressed
whether users can comprehend how AI-generated content is created and the associated risks.
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Based on these insights, the research team renamed this dimension Ethical Transparency,
distinguishing it from purely technical transparency.

The keyword frequency analysis revealed the most frequently mentioned themes
were privacy, content authenticity, trust in tools, generation boundaries, copyright owner-
ship, and responsibility attribution. These results highlight the multiplicity and practical
orientation of users’ ethical perceptions. The clustering of related keywords and their
corresponding ethical dimensions are summarized in Table 3.

Table 3. Summary of Ethical Perception Variables (part).

Code Ethical Dimension User Concerns Keywords in
Literature Conceptual Definition

V1 (MIS)
Misinformation

“Sometimes it makes
things up with

full confidence.”

misinformation,
fake content,
hallucination,

deepfake,

User concerns about the factual
accuracy of AI-generated content and

the potential for misleading or
fabricated information.“I can’t tell whether what it

says is true or not.”

V2
(ACC)

Accountability

“If AI makes a mistake,
who takes responsibility?” accountability,

liability,
responsibility,

User perception of unclear
responsibility when AIGC produces

harmful, inappropriate, or
incorrect content.

“I’m just using it, I didn’t
build it.”

V3
(ALB)

Algorithmic Bias

“Does it prefer
white faces?” bias,

discrimination,
fairness,

training data,

User awareness of unfair or biased
outputs related to gender, race,

culture, etc., caused by algorithmic
training data or system design.V3

“The outputs are all
stereotyped, no matter

what I input.”

V4
(CRE)

Creativity Ethics

“Did it copy from
my artwork?” copyright,

IP,
authorship,
originality,

Ethical concerns about content
ownership, originality, and the erosion

of creative labor value in the age of
generative AI.V4

“That image I made—can
someone generate the same

thing with AI?”

V5
(PRI)

Privacy

“Will the prompts I input
be saved?”

data privacy,
personal data,

collection,
consent,

Concerns over how user data are
collected, stored, used, and whether
consent and boundaries are clearly

communicated.V5 “Are they using my data to
train the model?”

V6
(JOD)

Job Displacement

“Why would clients hire
me when AI can do

the same?”
job loss,

automation,
creative replacement,

Anxiety over the potential of AIGC to
replace creative or professional roles,

threatening job security.
V6 “Will video editors be

obsolete soon?”

V7
(ETR)

Ethical Transparency

“I don’t know what
material it’s pulling from.”

transparency,
explainability,

black-box,
usage disclosure,

Perceived lack of moral and
procedural clarity about how AIGC

tools function, where data come from,
and what boundaries are in place.V7 “It’s a black box—I can’t

see what it’s doing.”

V8
(CON)

Control over AI

“I can’t tweak the output to
match my intent.”

control,
autonomy,

intervention,
unpredictability,

A sense of limited user agency or
unpredictability when interacting

with AIGC tools, leading to concerns
over lack of control.V8 “It sometimes just ignores

my prompts.”

In terms of variable structure, the experts generally agreed that the eight dimensions
demonstrated strong discriminant validity and comprehensive coverage, and therefore did
not recommend adding or removing any variables. However, based on expert feedback,
the research team made the following three adjustments to operational definitions:
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“Copyright/Ownership” was revised to “Creativity Ethics” to more comprehensively
capture issues of creative subjectivity, value judgment, and ethical attribution.

“Transparency” was redefined as “Ethical Transparency” to clarify that it refers to
the platform’s clarity in disclosing ethical risks, its methods of handling them, and the
boundaries of system use.

Within the “Control over AI” dimension, two sub-elements—user intervention
capability and output predictability—were added to better reflect users’ actual experi-
ences of control.

The interview findings further confirmed that many of the ethical concerns raised in
the literature—such as content authenticity, privacy protection, and algorithmic bias—are
indeed perceived by users and recurrently expressed during real-world interactions with
AIGC tools. Moreover, experts highlighted that some ethical issues exhibit more complex
interrelations in practice: for instance, accountability is often entangled with system trans-
parency, and the sense of job displacement is frequently intensified by ambiguity over
creative ownership. In addition, several ethical concerns that users frequently raise in prac-
tice have not yet been systematically addressed in the academic literature, revealing a gap
between scholarly discourse and practical experience. In summary, the expert interviews
not only validated the eight ethical perception dimensions derived from the systematic lit-
erature review but also led to critical refinements in terminology and semantic boundaries.

4.2. Hypotheses Development
4.2.1. Influence of Ethical Perception on Perceived Risk (PR)

The following section explores the potential mechanisms through which each of the
eight ethical perception dimensions may influence PR and formulates corresponding hypotheses.

MIS refers to users’ perception that AIGC-generated content may contain fabricated,
misleading, or factually incorrect information [44]. When users doubt the truthfulness of
the system’s output, they are more likely to question its reliability, which increases their
overall sense of uncertainty during use. Previous studies have shown that generative
AI often lacks fact-checking mechanisms, which can trigger cognitive risks and ethical
concerns [45].

H1. Perceived MIS has a significant positive effect on users’ PR.

ACC perception reflects users’ concern over ambiguous responsibility attribution
when system errors or misuse occur. When users are unable to clearly determine whether
responsibility lies with the platform, developers, or themselves, they tend to anticipate
negative consequences, which amplifies their sense of risk [46].

H2. Perceived ACC issues have a significant positive effect on users’ PR.

ALB perception refers to users’ awareness that the system’s outputs may contain
discrimination, stereotypes, or value-laden biases [47]. Such unfair generative patterns are
often perceived as potential threats, undermining the perceived fairness and safety of the
system, thereby heightening risk perception [48].

H3. Perceived ALB has a significant positive effect on users’ PR.

CRE perception mainly concerns issues such as content originality, style imitation,
and copyright attribution. When users believe that AIGC tools may infringe upon others’
works or find it difficult to determine ownership of creative outputs, they often experience
ethical anxiety, which raises their perceived risk of using the tool.
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H4. Perceived CRE concerns have a significant positive effect on users’ PR.

PRI perception reflects users’ concerns about how their personal data is collected,
stored, and used during interactions with AIGC tools [49]. When the platform’s data
handling mechanisms are vague or opaque, users tend to be more alert to potential risks
of information leakage, misuse, or surveillance, thereby significantly increasing their
perceived risk [50].

H5. Perceived PRI concerns have a significant positive effect on users’ PR.

JOD perception reflects users’ concern that AI may replace human creativity and
threaten employment opportunities [51]. When users perceive AIGC as a threat to the value
of their skills or future career prospects, they are likely to adopt a more cautious usage
attitude, leading to elevated levels of perceived risk [52].

H6. Perceived JOD has a significant positive effect on users’ PR.

ETR perception is low when users are unable to understand the system’s training
processes, generative logic, or ethical boundaries, often resulting in the perception of the sys-
tem as a “black box” [53]. A lack of transparency reduces users’ assessment of predictability
and controllability, heightening psychological unease and risk anticipation [54].

H7. Lower perceived ETR has a significant positive effect on users’ PR.

CON is perceived as low when users feel they cannot manage the type, style, or
boundaries of AI-generated content [55]. When users recognize that the outcomes of
using AIGC tools are difficult to predict or influence, they may enter a heightened state of
vigilance, which amplifies their perception of potential risks [56].

H8. Lower perceived CON has a significant positive effect on users’ PR.

4.2.2. Influence of Ethical Perception on Trust (TR)

This section analyzes the potential influence pathways of the eight ethical perception
dimensions on TR and formulates corresponding hypotheses.

MIS perception undermines users’ evaluation of content authenticity and information
reliability, thereby disrupting the perceived stability and trustworthiness of the system [33].
The authenticity of generated content serves as a fundamental basis for user TR, and
frequent exposure to MIS directly weakens that foundation [45].

H9. Perceived MIS has a significant negative effect on users’ TR.

ACC perception creates ambiguity when users encounter errors or misuse, making it
difficult for them to determine who should be held responsible. Users may perceive AIGC
tools as lacking clear governance mechanisms and ACC structures, thereby diminishing
their TR in the system’s underlying values and management capacity [57].

H10. Perceived ACC issues have a significant negative effect on users’ TR.

ALB perception reflects users’ sensitivity to the fairness and neutrality of system
outputs [58]. If users detect discrimination, stereotypes, or cultural biases in the generated
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content, they are likely to view the system as violating principles of fairness, thereby
lowering their evaluation of the platform’s moral trustworthiness [59].

H11. Perceived ALB has a significant negative effect on users’ TR.

CRE perception involves user doubts about content originality, copyright attribution,
and the legitimacy of training data. When users believe AIGC tools may plagiarize or
infringe on others’ creative work, it directly affects their judgment of the system’s moral
legitimacy, thereby eroding TR [50].

H12. Perceived CRE concerns have a significant negative effect on users’ TR.

PRI perception relates to users’ confidence in the protection of their personal data. If
the system lacks clear authorization mechanisms or demonstrates potential misuse of data,
users’ perception of platform security is significantly reduced, making it difficult for TR to
be established [49].

H13. Perceived PRI concerns have a significant negative effect on users’ TR.

JOD perception, although commonly studied within the risk pathway, may also influ-
ence trust. If users feel that AIGC tools are diminishing their creative roles or professional
value, it may provoke skepticism toward the system’s ethical stance, thereby weakening
their TR [52].

H14. Perceived JOD has a significant negative effect on users’ TR.

Lower perceived ETR leads to users being unable to comprehend the system’s training
mechanisms, review standards, or value orientation. This increases concerns about unclear
behavioral boundaries and ambiguous principles, thereby significantly diminishing overall
TR in the system [60].

H15. Lower perceived ETR has a significant negative effect on users’ TR.

Low perceived CON indicates that users feel they lack the ability to intervene in or
adjust AI outputs. The resulting unpredictability of system behavior undermines users’
confidence and damages the psychological foundation of TR [56].

H16. Lower perceived CON has a significant negative effect on users’ TR.

4.2.3. The Effects of Mediating Variables on Adoption Intention (ADI)

Within the Trust–Risk Framework, PR and TR are regarded as two key psychological
variables influencing users’ technology adoption decisions. PR generally inhibits behav-
ioral intention, while TR enhances users’ acceptance of a system. Users form both risk
evaluations and trust judgments based on their ethical perceptions, which together shape
their ADI. When users believe that AIGC systems may cause negative consequences—such
as erroneous outputs, data breaches, content infringement, or loss of system control—their
overall sense of security regarding the system is significantly diminished. This uncertainty
not only directly reduces their willingness to use the technology but may also weaken their
positive expectations about its value and capabilities [61].

H17. PR has a significant negative effect on users’ TR.
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A high level of PR also directly suppresses user behavior. Especially in scenarios
involving significant ethical, legal, or social consequences, users are more likely to reject
the technology based on risk-avoidance psychology [62]. This effect is particularly evident
when AI outputs are unpredictable or responsibility boundaries are unclear; under such
conditions, risk-driven expectations significantly reduce users’ motivation to adopt the
technology [63].

H18. PR has a significant negative effect on users’ ADI.

In contrast, TR is widely regarded as a key positive driver of technology adoption.
When users believe that AIGC tools are reliable, fair, controllable, and ethically aligned,
their behavioral intention is significantly enhanced. A high level of TR not only reduces
cognitive uncertainty but also mitigates the negative impact of PR [61].

H19. TR has a significant positive effect on users’ ADI.

4.3. Research Model

Based on the aforementioned variable definitions and theoretical foundations, this
study constructs a multi-path research model grounded in the trust–risk framework
(Figure 4). The model is designed to systematically explore how users’ perceptions of
ethical issues in AIGC tools influence their adoption intention through key psychological
mechanisms. In this model, the eight ethical perception dimensions are treated as inde-
pendent variables, each representing a specific type of ethical concern perceived by users
during their interaction with AIGC tools. These variables exert their effects through two crit-
ical mediating variables—PR and TR—which jointly influence the dependent variable, ADI,
that is, whether users are willing to continue using or promoting AIGC tools. Accordingly,
the model hypothesizes that ethical perceptions do not influence user behavior directly, but
rather have indirect effects via the risk and trust pathways. Moreover, the model accounts
for the heterogeneity of ethical dimensions and the diversity of psychological pathways.
For example, ACC may primarily weaken user TR, while PRI is more likely to increase
PR. CON and ETR may simultaneously influence both PR and TR, reflecting the complex
interrelations among ethical concerns within users’ cognitive structures.

Figure 4. Proposed Research Model.

4.4. Phase II: Model Testing and Empirical Analysis

To further validate the proposed research model and its hypothesized pathways,
this study conducted a second-phase empirical analysis based on the findings from the
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systematic literature review and expert interviews. A structured questionnaire was de-
veloped, grounded in the Trust–Risk Framework, covering eight user ethical perception
dimensions (MIS, ACC, ALB, CRE, PRI, JOD, ETR, and CON), two key mediating variables
(PR and TR), and one outcome variable (ADI). Each variable was measured using three to
four declarative items, which were adapted from established instruments in authoritative
literature and modified to fit the AIGC usage context. This ensured that the item phrasing
was aligned with user cognition and actual experience. All items were rated on a five-point
Likert scale (1 = Strongly Disagree, 5 = Strongly Agree) to capture participants’ subjective
evaluations across all variable dimensions. After the initial draft of the questionnaire
was completed, the research team invited three academic experts and two AIGC platform
practitioners to conduct a pretest evaluation. Feedback was collected on content clarity,
semantic accuracy, and measurement logic consistency (See Appendix A for details). Based
on their suggestions, the questionnaire was revised and finalized. Data collection and
subsequent empirical testing were then conducted to evaluate the structural validity and
path relationships of the proposed model.

4.4.1. Participants

This study employed a non-probability convenience sampling method, distributing
questionnaires via the online survey platform Wenjuanxing to a diverse group of respon-
dents, including university students, online content creators, freelancers, and technology
professionals (Table 4). To expand the sample coverage, the survey was also promoted
through social media channels such as WeChat groups, QQ communities, and creator
forums. A total of 650 questionnaires were distributed, of which 612 were returned. After
data cleaning and the removal of incomplete responses, 582 valid samples were retained
for analysis. Overall, the sample demonstrated adequate representation across different
genders, age groups, occupational categories, and AIGC usage frequencies, providing a
robust foundation for subsequent SEM.

Table 4. Demographic Variables.

Variable Category Frequency Percentage

Gender:
Male 309 53.09%

Female 273 46.91%

Age Group:

Under 18 24 4.12%
18–25 178 30.58%
26–30 177 30.41%
31–40 127 21.82%

Over 40 76 13.06%

Current Occupation

Student 94 16.15%
Teacher 120 20.62%

Media Professional 109 18.73%
Technology Industry 86 14.78%

Freelancer 95 16.32%
Other 78 13.40%

Highest Educational
Attainment

High school or below 62 10.65%
Associate degree 179 30.76%
Bachelor’s degree 205 35.22%
Master’s degree 100 17.18%

Doctorate or above 36 6.19%

Average Weekly Usage
Frequency of AIGC Tools

Rarely 43 7.39%
1–2 times per week 53 9.11%
3–5 times per week 217 37.29%

Almost daily 175 30.07%
Multiple times daily 94 16.15%
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4.4.2. Quantitative Analysis Results

Reliability analysis was conducted to examine the consistency and stability of the ques-
tionnaire responses, which reflect the overall quality and accuracy of the data. Reliability
includes both internal and external reliability. In this context, internal reliability evaluates
whether items within the same construct consistently measure the same concept. Higher
internal consistency indicates greater reliability.

As shown in Table 5, the Cronbach’s alpha coefficients for all 11 dimensions of the
questionnaire exceed the commonly accepted threshold of 0.70, indicating a high level of
reliability for the measurement instrument used in this study [64].

Table 5. Reliability Analysis Results of the Questionnaire.

Dimension Number of Items Cronbach’s Alpha

MIS 3 0.820
ACC 3 0.824
ALB 3 0.835
CRE 3 0.813
PRI 3 0.833
JOD 3 0.866
ETR 3 0.868
CON 3 0.855

PR 3 0.846
TR 3 0.856

ADI 4 0.918

In this study, validity testing includes both content validity and construct validity.
Content validity evaluates the extent to which the questionnaire items adequately cover
the intended measurement domains. Based on a review of relevant literature and pretest
revisions, the questionnaire demonstrates strong content validity [65]. Construct valid-
ity assesses whether the measurement instrument appropriately reflects the underlying
theoretical structure. This study employed Confirmatory Factor Analysis (CFA) to verify
construct validity. As shown in Table 6, all key model fit indices meet commonly accepted
thresholds: for example, CMIN/DF = 2.197 < 3, GFI = 0.913, and RMSEA = 0.045, indicating
that the overall model fit is satisfactory. Subsequent sections further evaluate convergent
validity and discriminant validity.

Table 6. Model Fit Indices from Confirmatory Factor Analysis (CFA).

Fit Index Recommended Threshold Observed Value Evaluation Result

CMIN/DF <3 2.197 Excellent
GFI >0.80 0.913 Excellent

AGFI >0.80 0.89 Excellent
RMSEA <0.08 0.045 Excellent

NFI >0.9 0.909 Good
IFI >0.9 0.948 Excellent
TLI >0.9 0.938 Excellent
CFI >0.9 0.948 Excellent

PNFI >0.5 0.765 Excellent
PCFI >0.5 0.798 Excellent

This study examined convergent validity using Average Variance Extracted (AVE) and
Composite Reliability (CR). As shown in Table 7, the AVE values for all 11 dimensions
exceed the recommended threshold of 0.50 (ranging from 0.592 to 0.738), and all CR values
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are above 0.80 (ranging from 0.813 to 0.918). In addition, factor loadings for all items are
greater than 0.70 (ranging from 0.712 to 0.885) and statistically significant (p < 0.001).

Table 7. Results of Confirmatory Factor Analysis (CFA).

Dimension Observed Variable Factor Loading S.E. C.R. P CR AVE

MIS
MIS1 0.751

0.824 0.611MIS2 0.712 0.063 16.117 ***
MIS3 0.874 0.069 17.708 ***

ACC
ACC1 0.785

0.828 0.617ACC2 0.716 0.057 16.681 ***
ACC3 0.849 0.058 18.625 ***

ALB
ALB1 0.778

0.835 0.629ALB2 0.799 0.057 18.307 ***
ALB3 0.801 0.058 18.332 ***

CRE
CRE1 0.744

0.813 0.592CRE2 0.769 0.064 16.157 ***
CRE3 0.795 0.068 16.386 ***

PRI
PRI1 0.790

0.833 0.625PRI2 0.769 0.056 17.893 ***
PRI3 0.813 0.057 18.614 ***

JOD
JOD1 0.805

0.867 0.685JOD2 0.810 0.050 20.569 ***
JOD3 0.867 0.048 21.690 ***

ETR
ETR1 0.817

0.869 0.689ETR2 0.805 0.046 20.808 ***
ETR3 0.867 0.048 22.130 ***

CON
CON1 0.802

0.855 0.663CON2 0.795 0.052 19.597 ***
CON3 0.845 0.052 20.530 ***

PR
PR1 0.827

0.845 0.645PR2 0.774 0.049 19.473 ***
PR3 0.807 0.049 20.321 ***

TR
TR1 0.836

0.857 0.666TR2 0.801 0.050 21.131 ***
TR3 0.811 0.047 21.420 ***

ADI

ADI1 0.845

0.918 0.738
ADI2 0.885 0.043 26.981 ***
ADI3 0.860 0.041 25.852 ***
ADI4 0.845 0.038 25.133 ***

Note: “*** p < 0.001”. For model identification purposes, the first item of each construct was fixed to a loading of 1.
Thus, standard error (S.E.), critical ratio (C.R.), and p-value are not reported for these items.

These results indicate that the measurement model demonstrates good convergent
validity and internal consistency, and that the model fit is acceptable.

Discriminant validity was assessed by examining the correlation coefficients and the
square roots of AVE values. As shown in Table 8, all variables are positively correlated and
statistically significant at the p < 0.001 level. All standardized factor loadings exceed 0.60,
with CR > 0.70 and AVE > 0.50, confirming acceptable convergent validity. Moreover, for
each dimension, the square root of the AVE is greater than its correlations with any other
construct, indicating that each dimension demonstrates good discriminant validity.
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Table 8. Results of Discriminant Validity Analysis.

MIS ACC ALB CRE PRI JOD ETR CON PR TR ADI

MIS 0.782
ACC 0.332 0.785
ALB 0.362 0.341 0.793
CRE 0.262 0.345 0.327 0.77
PRI 0.311 0.419 0.406 0.306 0.791
JOD 0.352 0.423 0.339 0.317 0.410 0.828
ETR 0.240 0.283 0.466 0.307 0.362 0.350 0.83
CON 0.346 0.307 0.456 0.326 0.422 0.359 0.378 0.814

PR 0.424 0.439 0.386 0.329 0.454 0.504 0.417 0.444 0.803
TR −0.377 −0.467 −0.504 −0.488 −0.523 −0.451 −0.500 −0.515 −0.592 0.816

ADI −0.118 −0.173 −0.196 −0.189 −0.227 −0.167 −0.235 −0.169 −0.377 0.341 0.859

This study employed SEM to test the proposed hypotheses, analyze causal relation-
ships among variables, and assess the model’s overall fit (Figure 5). As shown in Table 9, the
absolute fit indices indicate a good fit: CMIN/DF = 2.175 < 3, GFI = 0.913, AGFI = 0.892, and
RMSEA = 0.045. The relative fit indices also exceed recommended thresholds: NFI = 0.909,
IFI = 0.948, TLI = 0.939, and CFI = 0.948. In addition, the parsimonious fit indices are
acceptable: PNFI = 0.778 and PCFI = 0.811, both above the 0.50 benchmark. These results
confirm that the model demonstrates excellent fit and structural soundness, and that it
effectively explains the relationships among the studied variables.

Figure 5. Structural Equation Model (SEM).
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Table 9. Model Fit Indices for Structural Equation Modeling (SEM).

Fit Index Recommended Threshold Observed Value Evaluation Result

CMIN/DF <3 2.175 Excellent
GFI >0.80 0.913 Excellent

AGFI >0.80 0.892 Excellent
RMSEA <0.08 0.045 Excellent

NFI >0.9 0.909 Excellent
IFI >0.9 0.948 Excellent
TLI >0.9 0.939 Excellent
CFI >0.9 0.948 Excellent

PNFI >0.5 0.778 Excellent
PCFI >0.5 0.811 Excellent

Path coefficients were estimated using the Maximum Likelihood (ML) method. As
shown in Table 10, all standard errors are positive and within acceptable ranges, and the
critical ratios (C.R.) exceed the threshold of 1.96 in absolute value, indicating statistical
significance at the p < 0.05 level. The specific criteria are as follows: C.R. > 1.96 indicates
significance at p < 0.05, C.R. > 2.58 indicates significance at p < 0.01, C.R. > 3.29 indicates
significance at p < 0.001. These results suggest that the model’s path relationships are
statistically valid and robust.

Table 10. Path Coefficients and Hypothesis Testing Results.

Path Path Coefficient S.E. C.R. p

PR <--- MIS 0.161 0.060 3.420 <0.001
PR <--- ACC 0.137 0.059 2.738 0.006
PR <--- ALB 0.011 0.058 0.197 0.844
PR <--- CRE 0.037 0.055 0.792 0.429
PR <--- PRI 0.131 0.056 2.530 0.011
PR <--- JOD 0.216 0.052 4.322 <0.001
PR <--- ETR 0.150 0.048 3.079 0.002
PR <--- CON 0.136 0.053 2.688 0.007
TR <--- MIS −0.016 0.053 −0.382 0.702
TR <--- ACC −0.098 0.052 −2.135 0.033
TR <--- ALB −0.113 0.051 −2.339 0.019
TR <--- CRE −0.195 0.049 −4.489 <0.001
TR <--- PRI −0.145 0.050 −3.057 0.002
TR <--- JOD −0.026 0.047 −0.567 0.571
TR <--- ETR −0.148 0.043 −3.294 <0.001
TR <--- CON −0.133 0.047 −2.864 0.004
TR <--- PR −0.234 0.050 −4.503 <0.001

ADI <--- PR −0.259 0.070 −4.379 <0.001
ADI <--- TR 0.187 0.071 3.204 0.001

With acceptable model fit indices, the model was deemed suitable for path and hy-
pothesis testing [66]. The results indicate that MIS, ACC, PRI, JOD, ETR, and CON all exert
significant positive effects on PR, with path coefficients of 0.161, 0.137, 0.131, 0.216, 0.150,
and 0.136, respectively (all p-values < 0.05). Meanwhile, ACC, ALB, CRE, PRI, ETR, CON,
and PR all exhibit significant negative effects on TR, with path coefficients ranging from
−0.098 to −0.234 (all p-values < 0.05). TR has a significant positive effect on ADI (0.187,
p = 0.001), while PR negatively affects ADI (−0.259, p < 0.001). The effects of ALB and CRE
on PR, and of MIS and JOD on TR, were found to be not significant (p > 0.05). Overall, the
results provide empirical support for most of the hypothesized paths (Figure 6).
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Figure 6. Diagram of Significant and Non-Significant Paths.

5. Discussion
5.1. The Impact of Ethical Perceptions on Perceived Risk (PR)

This study found that most ethical perception variables significantly influence users’
PR regarding AIGC tools, indicating that users’ decision-making is not solely based on the
functionality of the tools, but heavily relies on the ethical assurance mechanisms behind
them. Especially in the context where generative AI has increasingly entered content
creation, dissemination, and creative labor, users’ risk assessment logic has gradually
shifted from “Is the technology usable?” to “Is the technology trustworthy?”.

JOD is the ethical factor that most strongly influences users’ risk perception, and this
finding has clear practical implications in the context of creative labor [67]. Recent research
has highlighted that AIGC poses a substitution threat to intermediate creative jobs such as
writing, design, translation, and video editing. When facing AI tools, users often exhibit
a “dual response”: on the one hand, they expect improved efficiency, while on the other,
they worry about the tools replacing their own job value [68]. This “expectation-threat
paradox” evolves into heightened uncertainty during usage. Moreover, in Chinese society,
job stability, identity recognition, and tool usage are closely related. Once a tool is perceived
as a “substitute for human functions,” its usage becomes not just a technology adoption
issue, but a potential self-devaluation risk [69]. This may explain why JOD has the strongest
impact on risk perception, despite being non-significant in the trust path—users may not
distrust AI due to the fear of “replacement,” but they do anticipate greater uncertainty
regarding the system.

MIS perception also has a significant impact on users’ risk assessment. Users worry
that AI-generated content may contain fabricated facts, logical errors, or unfiltered infor-
mation, especially in contexts like news summaries or health advice. When such content is
trusted, it can lead to substantial harm [70]. Compared to Western users, who focus more
on whether AI is “neutral,” Chinese users are more concerned with “whether AI outputs
are trustworthy” [71]. In this context, if AIGC tools fail to indicate that “this content is
AI-generated and for reference only,” users are more likely to feel uncertainty. Ethical
Transparency significantly enhances users’ perception of risk, indicating that users are not
only concerned with the technical performance of AI but also care about whether the AI
operates within reasonable ethical constraints. If users cannot understand how AI makes
decisions or whether it is subject to review and constraints, they tend to perceive it as an
“unpredictable black box” [72]. This result also highlights that even as users become more
accepting of AI technology, if platforms do not actively disclose their content generation
mechanisms, filtering logic, and ethical boundaries, users will not be able to establish basic
“ethical security” and will naturally perceive higher risks [73].
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ACC perception’s significant influence on risk perception reflects users’ high sensitivity
to the “consequence responsibility mechanism”. This finding resonates with Bachmann’s
research [74]. In systems where the responsibility chain is unclear, users are likely to assume
that they will bear the consequences themselves, thus increasing their risk judgment [75].
Currently, many AIGC platforms use disclaimers to avoid legal and ethical consequences
of generated content, but this approach ironically increases users’ concerns [76]. The CON
dimension’s significant effect indicates that whether users can control the content generated
by AI is a crucial factor in their risk evaluation [55]. Control concerns not only the user
interface friendliness but also whether users have the minimal ability to intervene, such as
“correcting erroneous outputs” or “withdrawing inappropriate generations.” Especially
in image and video generation scenarios, where output randomness is high and feedback
mechanisms are weak, users tend to feel that the system is “uncontrollable”, which leads to
distrust and higher risk perception [56].

Although the path coefficient for PRI is relatively lower compared to other variables,
its impact remains significant. This suggests that users still worry about their data being
recorded, trained, or leaked by the platform. However, unlike visible risks such as mis-
information or job loss, privacy concerns tend to be more latent and cumulative. Users
may not feel immediate threat during each use, but their sense of risk is shaped by long-
term impressions—such as whether the platform provides data usage disclosures, opt-out
options, or clear privacy protections. This background anxiety may not be activated con-
stantly, but still contributes meaningfully to their overall risk perception. It also highlights
the importance of platform transparency in reducing long-term uncertainty and building
psychological safety [11].

Additionally, this study found that ALB and CRE had no significant effect on PR. This
may be attributed to how these factors are cognitively processed by users. Compared to
issues like PRI or JOD, which evoke personal vulnerability and direct harm, algorithmic bias
and creativity ethics are more abstract and policy-level concerns [9]. Most ordinary users
lack the technical literacy to detect subtle forms of bias in AIGC outputs, especially when
the content is textual, visual, or creative in nature rather than decision-based. Likewise,
users may view plagiarism or originality disputes as issues between platforms and content
owners, with minimal perceived consequences for themselves [50]. Theoretically, this
finding underscores the heterogeneous nature of ethical perceptions in shaping perceived
risk. It suggests that not all ethical concerns equally activate users’ psychological defense
mechanisms. Future models may benefit from distinguishing between “immediate personal
risks” and “systemic ethical concerns” when evaluating the impact of ethics on user
cognition. This differentiation contributes to a more nuanced understanding of how users
process complex ethical stimuli in AI environments and highlights the need for variable
classification in trust–risk–ethics models.

5.2. The Impact of Ethical Perceptions on Trust (TR)

TR, as a core psychological variable driving technology adoption, is generally consid-
ered to be built on predictability, accountability, and moral consistency.

CRE has the most significant negative impact on user TR. This variable primarily
reflects users’ perceptions of AI-generated content in terms of ownership, originality, and
ethical boundaries. When users believe that AIGC tools blur the creative boundaries
between humans and machines, or even suspect that these tools are “plagiarizing human
experience”, their moral alignment with the system declines, thus weakening their TR [77].
Therefore, even when AI-generated results are satisfactory, users still find it difficult to
establish a positive relationship with the system at the trust level in the absence of strong
CRE [78].



Systems 2025, 13, 461 24 of 32

ETR significantly negatively affects TR, suggesting that users tend to view systems
as “untrustworthy” when faced with opaque or black-box-like operational logic [79]. This
finding aligns closely with the view that “ethical perception is a prerequisite for TR forma-
tion”. Specifically, when platforms fail to clearly disclose their content review standards,
generation boundaries, or ethical limitations, users cannot form a “predictable” basis for
TR at the cognitive level [80]. For example, users often cannot determine whether platforms
restrict violent, pornographic, or political content, nor do they understand whether certain
topics are selectively suppressed by the model [81]. This uncertainty about the “system’s
intentions” weakens the moral consistency and institutional control needed for TR.

PRI perception also has a significant negative impact on PR, which is consistent with
existing studies discussing the relationship between “perceived PR invasion” and “TR
erosion” [33]. When users suspect that platforms may store, analyze, or leak their input
data, even if no actual harm has occurred, they preemptively lower their trust level by
mentally anticipating risks. It is important to note that AIGC tools often involve actions
such as content uploading, context description, and personalized prompts, all of which
users may view as “personal data.” Without providing a “data usage policy” or “data
deletion mechanism,” it is difficult for TR to be established on the platform [82].

The negative impact of CON indicates that when users perceive that the system’s out-
puts cannot be effectively intervened with or modified, their TR in the system significantly
declines. The foundation of TR lies not only in the system’s legitimate behavior but also in
whether users possess the right to intervene. If an AI system is perceived as “autonomous
with no feedback,” it loses its identity as a “collaborative tool” and becomes more akin to
an “uncontrollable agent”, a shift that easily triggers cognitive conflicts [83].

Although the path coefficient for ALB is relatively lower, its negative impact is still
statistically significant. This result highlights users’ sensitivity to moral values and social
fairness in AI systems. Numerous recent studies have shown that AI systems often inherit
or even amplify real-world biases during training, and users are likely to question the
legitimacy of AI-generated content if they perceive gender discrimination, cultural bias,
or political leaning [84]. For AIGC users, even if bias is not explicitly observed, as long
as the platform fails to explain how the model was trained or whether biased data was
included, users’ expectations of the system’s fairness become difficult to sustain. In other
words, even if bias is not visible, it still triggers a trust erosion mechanism due to users’
cognitive alertness.

ACC issues, particularly unclear responsibility attribution, are widely regarded as key
causes of TR erosion. When users believe that a platform cannot offer clear mechanisms
for taking responsibility for erroneous content outputs, even if the technology is powerful,
the platform will be seen as “untrustworthy.” This study’s results validate this logic. One
possible explanation is that trust in AI systems is not only based on technical performance
but also on users’ perception of accountability fairness and institutional reliability. When
systems produce problematic content—such as misinformation or offensive outputs—users
expect someone, either human or institutional, to be held accountable. If the platform
shifts responsibility entirely to users or algorithms through legal disclaimers, it signals a
lack of ethical maturity and weakens moral trust. It is worth noting that in most practical
applications of AIGC platforms, the widespread use of disclaimers actually increases users’
suspicion of “platform evasion.” Users often interpret disclaimers not as risk mitigation
tools, but as preemptive strategies to avoid responsibility, which can further amplify
psychological distance between user and system. This is particularly true in content
generation scenarios, where outputs are highly variable and users may lack the capacity
to fully evaluate what is safe or appropriate. In such contexts, trust depends not only on
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how the system performs, but also on how the platform assumes ethical obligations when
failures occur [74].

Although this study finds that MIS and JOD significantly influence PR, their effects on
TR are not statistically significant. This divergence reveals users’ cognitive distinction be-
tween “system capability” and “system intention.” In other words, users may acknowledge
the possibility that AIGC tools can generate false information or pose a replacement threat
to creative professions, but they do not necessarily perceive the system as “untrustworthy”
or “malicious.” Instead, they still regard it as a “usable tool,” especially when it performs
reliably in completing specific tasks. This phenomenon has been referred to in existing
literature as “operational trust” or “functional acceptance” [85], which differs from “moral
trust” [86] built upon value alignment and ethical consistency. The insignificant path from
MIS and JOD to TR in this study suggests that users are able to psychologically separate
risks such as “content errors” or “job threats” from judgments about whether a system
is trustworthy. Theoretically, this finding highlights the importance of distinguishing
“performance-related risks” from “ethics-driven distrust” when constructing models of
AI adoption behavior. It also indicates that trust in AI systems should not be treated as
a binary construct, but rather as a complex structure encompassing multiple dimensions
such as “reliability” and “ethical accountability” [53].

5.3. The Logical Relationship Between Trust–Risk Mechanism and Adoption Intention (ADI)

PR significantly negatively affects both ADI and TR, while TR has a significant positive
effect on ADI. This indicates that, in a context where technological complexity and ethical
concerns are increasingly prevalent, users do not adopt AI tools passively. Instead, they
make their decisions based on a dynamic psychological balancing mechanism formed
through ethical judgments, risk assessments, and TR building.

PR manifests in two significant pathways in this study: First, it directly negatively
impacts ADI, and second, it indirectly influences user behavior by negatively affecting
TR. This result supports Featherman & Pavlou’s theory that “risk is a blocking variable in
the adoption process,” suggesting that users tend to adopt a risk-avoidant strategy when
facing technologies with high uncertainty or potentially uncontrollable consequences [87].
Further analysis shows that users do not only develop risk awareness after encountering
specific harm, but instead engage in proactive risk evaluation when ethical factors have
not been institutionalized and platform behaviors are unpredictable. This “precautionary
risk assessment” mechanism is especially evident in contexts where data privacy is unclear,
the system is uncontrollable, and accountability is difficult to trace. Therefore, if AIGC
platforms fail to effectively alleviate users’ ethical anxieties, even with strong functionality
and a user-friendly experience, they may still face limitations in Adoption Intention.

The path coefficient for TR in relation to ADI is 0.187, indicating that while TR is not
the sole determining factor, it remains a core psychological support variable within the tech-
nological ethical perception framework. This result aligns with McKnight, who emphasized
that “trust is a prerequisite for usage” [88]. In AIGC usage scenarios, trust encompasses not
only technical reliability (e.g., system stability, rational outputs) but also ethical reliability
(e.g., whether creative rights are respected, whether user data is protected, and whether
usage boundaries are set). Particularly, under the current trend of AI technology “functional
generalization,” the scope of trust has expanded from simply “Is the technology usable?” to
“Is the platform trustworthy?” Once users establish this higher-level trust, their attachment
to the platform will significantly increase. On the other hand, if trust is absent, even with a
good user experience, users may quickly disengage. Therefore, to truly drive user behavior
transformation, platforms should prioritize institutional safeguards and ethical mechanism
design, establishing a transparent, stable, and accountable trust environment.
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6. Contributions and Future Directions
6.1. Theoretical and Practical Contributions

This study offers several important theoretical and practical contributions to the field
of AI adoption research. Theoretically, it constructs a multi-path structural model that
integrates user ethical perceptions, PR, TR, and ADI, thereby extending the applicability of
the Trust–Risk Framework to the emerging domain of AIGC. Unlike traditional models
based on perceived usefulness or ease of use (e.g., TAM, UTAUT), this research emphasizes
the role of ethical cognition as a critical antecedent of user decision-making. By incor-
porating eight empirically derived ethical dimensions—misinformation, accountability,
algorithmic bias, creativity ethics, privacy, job displacement, ethical transparency, and
control over AI—this study builds a novel, domain-specific variable system that can serve
as a theoretical foundation for future AIGC behavior research. Moreover, the model empiri-
cally validates how these ethical concerns influence users’ behavioral intention through
dual cognitive pathways: increasing perceived risk and reducing trust. This enriches our
understanding of sociotechnical decision-making under ethical uncertainty, especially in
high-autonomy and low-transparency AI systems. From a practical perspective, the find-
ings reveal that users are particularly sensitive to issues related to job displacement, data
privacy, unclear responsibility, and lack of system controllability. These results provide
actionable insights for AIGC platform developers to design ethically aware generation
mechanisms, enhance user transparency (e.g., content warnings, model explainability),
and implement trust-building features. Additionally, this research offers a psychological
foundation for policymakers to construct anticipatory regulatory frameworks addressing
user protection and algorithmic responsibility.

6.2. Research Limitations and Future Research Directions

Although this study has developed a comprehensive theoretical model and conducted
empirical testing, several limitations should be acknowledged.

First, the data were collected using convenience sampling, which may introduce po-
tential sampling bias. Participants were predominantly young, well-educated, and digitally
literate individuals, which could limit the generalizability of the findings to populations
with different demographic or technological profiles. For example, users with lower AI
exposure may perceive ethical issues differently or exhibit distinct adoption behaviors.

Second, the study used cross-sectional data, which restricts the ability to examine
how ethical perceptions, perceived risk, and trust evolve over time. Future research could
employ longitudinal or experimental designs to capture dynamic changes in user cognition
and behavior.

Third, while the model includes eight core ethical variables, it may not fully reflect
newly emerging or highly sensitive ethical issues such as AI-based resurrection of deceased
individuals, deepfake fraud, and political manipulation. These complex concerns require
further refinement and expansion.

Future studies may also consider incorporating emotional or affective variables as
mediators or moderators to better understand user reactions. Additionally, validating this
model in cross-cultural contexts would help explore variations in ethical sensitivity and
technology acceptance across societies, thereby enhancing both the theoretical robustness
and the practical applicability of ethical adoption frameworks for generative AI.

7. Conclusions
In the context of rapid artificial intelligence development, AIGC are increasingly pene-

trating various creative fields such as text writing, image creation, and video generation.
This has led to a more complex interaction between users and technology. Compared to tra-
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ditional tools, AIGC tools not only enhance efficiency but also bring about unprecedented
ethical challenges, raising public concern over issues such as misinformation, responsi-
bility ambiguity, data privacy, and content ownership. Against this backdrop, this study
addresses the core question of whether AI ethical factors influence user adoption intention
by constructing a structural model integrating ethical perceptions, trust, and perceived risk.
Using a combination of systematic literature review, expert interviews, and survey-based
empirical methods, the study verifies the pathways and mechanisms among these factors.

The results show that users’ ethical perceptions significantly influence their perceived
risk and trust in AI. Factors such as job displacement, misinformation, ethical transparency,
and responsibility attribution play a prominent role in these paths. Perceived risk and
trust act as mediating variables, forming a dual mechanism that affects adoption intention,
further validating the theoretical applicability of the Trust-Risk Framework in AIGC ethical
adoption studies. Specifically, in the Chinese context, users demonstrate high sensitivity
to platform accountability mechanisms, content controllability, and system transparency,
reflecting a tendency for “moral caution” in technology use. In conclusion, this study not
only theoretically constructs an ethical perception model adapted to generative AI but also
provides empirical evidence from a user perspective for platforms to optimize product
design and ethical guidelines. As the scope of AIGC applications becomes more diversified
and complex, platform managers and policymakers should focus on shaping users’ risk
judgments and trust mechanisms to promote the sustainable development of artificial
intelligence technology in a more transparent, trustworthy, and human-centered direction.
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Appendix A. Quantitative Survey Questionnaire Items

Variables Items Issue References

Misinformation
(MIS)

MIS1 I am concerned that AI-generated content may not be truthful or accurate.

[8,45,77]MIS2 I find it difficult to determine whether AI content has been fact-checked.

MIS3 AI may produce misleading or deceptively realistic false information.

Accountability
(ACC)

ACC1
I am worried about whether the platform will take responsibility for errors in
AI-generated content.

[11,57]ACC2 I am unclear about who should be held accountable when problems occur.

ACC3 I believe AI platforms should clearly define responsibility attribution.
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Variables Items Issue References

Algorithmic Bias
(ALB)

ALB1 I am concerned that AI-generated content may contain gender, racial, or cultural bias.

[30,59,70]ALB2 I think AI systems may make decisions based on unfair data.

ALB3 Content generated or recommended by AI may reinforce stereotypes.

Creativity Ethics
(CRE)

CRE1 I am concerned that AI may infringe upon others’ original works.

[22,49,50]CRE2 It is difficult for me to determine whether AI-generated content constitutes plagiarism.

CRE3 I feel confused about the ownership of AI-generated creations.

Privacy
(PRI)

PRI1 I am concerned that the platform may store or analyze the content I input.

[22,24,27]PRI2 I am unsure whether AI tools make use of my personal data.

PRI3 I am worried that the platform has not clearly explained its data usage policies.

Job Displacement
(JOD)

JOD1 I am worried that AI-generated tools may replace parts of my job.

[1,17,51]JOD2 Using AI makes me concerned that my professional skills will be devalued.

JOD3 The development of AIGC may lead to job loss for creative workers.

Ethical Transparency
(ETR)

ETR1 I do not understand how AI-generated content is constructed.

[24,41]ETR2 I feel that the platform has not adequately explained its technologies and data sources.

ETR3 I hope AI platforms will be more transparent about their usage rules and limitations.

Control over AI
(CON)

CON1 I find the output of AI difficult to predict at times.

[5,56,70]CON2 Sometimes I feel I cannot effectively control the behavior of the AI.

CON3 I would like to fine-tune the style or structure of AI-generated content more precisely.

Perceived Risk
(PR)

PR1 Using AI tools makes me feel a certain degree of uncertainty.

[39,60]PR2 I am concerned that AI outputs may cause negative consequences.

PR3 I believe the potential risks associated with AI cannot be fully anticipated.

Trust in AI
(TR)

TR1 I trust that the AI platform can reasonably manage its generated content.

[32,41]TR2 I believe the AI platform is generally trustworthy.

TR3 I trust these tools will not cause me harm or distress.

Adoption Intention
(ADI)

ADI1 If conditions permit, I am willing to continue using AIGC tools.

[14,18,33]
ADI2 I am willing to recommend AI-generated tools to others.

ADI3 I plan to use such AI tools more frequently in the future.

ADI4 I will actively explore more ways to use AI-generated tools.
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